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INVITATION TO TENDER - SELECTION OF VENDOR FOR THE IMPLEMENTATION OF
INFORMATION TECHNOLOGY VULNERABILITY MANAGEMENT AND PENETRATION TESTING
SOLUTION

1.0 BACKGROUND

The African Reinsurance Corporation (Africa Re) is an International Financial Institution with
Headquarters in Lagos (Nigeria). Africa Re has six Regional Offices in Casablanca (Morocco), Nairobi
(Kenya), Abidjan (Céte d'lvoire), Port Louis (Mauritius), Lagos (Nigeria) and Cairo (Egypt); two
subsidiaries in Johannesburg (South Africa) and Cairo (Egypt) as well as a Local Office in Addis Ababa
(Ethiopia) and Kampala (Uganda).

The Corporation is currently in the process of implementing a network Vulnerability Management
and Penetration Testing solution that provides a fully available, scalable, and efficient platform to
help us gain access to vulnerabilities across our enterprise and also simulate real-world attacks to
find our weak points before a malicious attacker does. This solution must be able to leverage the
latest analytics and endpoint technology to discover vulnerabilities in a real-time view, pinpoint
their location within our environment, prioritize them and facilitate remediation to ensure that the
security loopholes are closed.

2.0 OBJECTIVES

As the volume of data within the Corporation grow exponentially, the threat of attacks become more
sophisticated, and the challenges of minimizing risk and optimizing operations are becoming more
challenging. For this purpose, Africa Re intends to implement a network Vulnerability Management
Solution to enhance the overall security of its environment in the following areas:

. Determine and discover vulnerabilities in server’s environment and key IT systems.

. Generate report for all vulnerability scanning activities.
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T Harden the systems configuration to reduce vulnerability in technology applications,
systems, infrastructure and firmware by eliminating potential attack vectors and
condensing the system's attack surface.

T Implement industry best practices that provide auditability and demonstrate compliance

against security standards for cyber risk monitoring, vulnerability, and configuration

management..
¥ Provide remediation steps to all discovered vulnerabilities.
T Run penetration testing programs at scale and pinpoint weak links in the attack chain
¥ Reduce user risk using phishing campaigns and education

Vendors with necessary technical skills, experience and business knowledge are invited to submit
their best proposals for review.

Below is an overview of Africa Re’s current network infrastructure:
Africa Re operate in multiple branches (Cairo, Casablanca, Abidjan, Nairobi, Addis-Ababa,
Mauritius, Johannesburg) with active users in these branches.
The connectivity between Africa Re Data centers and branches is encrypted through site-to-
site virtual private network (VPN) .
The current total number of assets within our environment to be covered within this VM
scope is 500 assets which includes network devices, servers, and personal computers.
The operating systems on endpoints i.e. PCs and mobile devices in Africa Re environment is
a mix of Windows, MAC OS, and Linux.

3.0 DELIVERABLES
The solution and implementation services required from vendors must have the following

capabilities:
1.
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